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Document owner: HR Manager 

Keep informed: Recruitment Agencies and Candidates 

 

1. Introduction 

Oxford Technical Solutions shall always operate within the law, complying with all legislative and 

regulatory requirements, and other external obligations. OxTS is committed to being transparent 

about how it collects and uses the personal data of its candidates, and to meeting its data protection 

obligations. This policy sets out OxTS's commitment to data protection, and individual rights and 

obligations in relation to personal data under the General Data Protection Regulation. 

2. Purpose 

The purpose of this privacy notice is to ensure the effective protection and proper usage of all personal 

data held within OxTS as required by the General Data Protection Regulation 2018. 

3. Definition 

Personal Data is defined by the GDPR as ‘any information relating to an identifiable person who can 

be directly or indirectly identified in particular by reference to an identifier’.  

 

During our recruitment process, we are required to collect, store and use your personal information. 

This may include: 

o Name 

o Telephone Number 

o Email Address 

o Address 

o Gender 

o Date of Birth  

o CV (including: qualifications, employment history, interests, professional memberships) 

o Right to Work Documents 

o Salary and Additional Benefits 

 

Upon successful appointment to a position with Oxford Technical Solutions, please refer to our Data 

Protection Policy for information on the data we collect, store and use throughout your employment. 
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4. Processing of Personal Information  

Under the GDPR, OxTS must always have a lawful basis for using personal data. This may be because 

the data is necessary for us to comply with a contract, because you have consented to our use of your 

personal data, or because it is in our legitimate business interests to use it. 

 

Your personal information will be utilised throughout the whole recruitment process. Some examples 

of where we will process your personal information are listed below: 

 

o To check you are legally entitled to work in the UK 

o To assess your experience and qualifications for the role 

o To determine your suitability for the role  

o To contact you for interview 

o To send you employment details upon successful appointment into the position  

o Equality and diversity purposes 

 

We may use your particularly sensitive personal information in the following ways: 

 

o In limited circumstances, with explicit written consent 

o To ensure you are eligible to work in the UK 

o To meet legal obligations 

o To assess working capacity on health grounds, subject to appropriate confidentiality safeguards. 

 

We will only collect information about criminal convictions where appropriate given the nature of 

the role and where we are legally able to do so. We will use information about criminal convictions 

and offences where it is necessary to carry out our obligations and provided we do so in line with our 

contractual obligations to our clients and candidates. 

5. Data Security 

We have put in place appropriate security measures to prevent your personal information from being 

accidentally lost, used or accessed in an unauthorised way, altered or disclosed. In addition, we limit 

access to your personal information to those employees, agents, contractors and other third parties 

who have a business need to know. They will only process your personal information on our 

instructions and they are subject to a duty of confidentiality. 

 

We have put in place procedures to deal with any suspected data security breach and will notify you 

and any applicable regulator of a suspected breach where we are legally required to do so. 

 

OxTS must ensure that personal data is processed lawfully, fairly, and transparently. Processing the 

data is lawful if it meets at least one of the following criteria: 
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6. Data Sharing 

We will not share any of your personal data with any third parties for any purposes, subject to one 

exception.  

 

In some limited circumstances we may be required to share certain personal data, if we are involved 

in legal proceedings, or complying with legal obligations, a court order, or the instructions of a 

government authority. 

7. Rights 

The GDPR provides the following rights for individuals: 

o The right to be informed 

o Individuals have the right to be informed about the collection and use of their personal 

data. 

o The right of access 

o Individuals have the right to access their personal data and supplementary information. 

This allows individuals to be aware of a verify the lawfulness of the processing.  

o The right to rectification 

o The GDPR includes a right for individuals to have inaccurate personal data rectified 

or completed if it is incomplete. 

o The right to erasure (also known as 'the right to be forgotten') 

o The GDPR introduces a right for individuals to have personal data erased. This right 

is not absolute and only applies in certain circumstances. 

o The right to restrict processing 

o Individuals have the right to request the restriction or suppression of their personal 

data. This is not an absolute right and only applies in certain circumstances. 

o The right to data portability 

o The right to data portability allows individuals to obtain and reuse their personal data 

for their own purposes across different services. 

o The right to object 

o Processing based on legitimate interests or the performance of a task in the public 

interest/exercise of official authority (including profiling); direct marketing (including 

profiling); and processing for purposes of scientific/historical research and statistics. 

o Rights in relation to automated decision making and profiling. 

o The GDPR applies to all automated individual decision-making and profiling. 

8. Data Subject Access 

A data subject may make a subject access request (“SAR”) at any time to find out more about the 

personal data which OxTS holds about them.  OxTS should respond to SARs within one month of 

receipt (this can be extended by up to two months in the case of complex and/or numerous requests, 

and in such cases the data subject shall be informed of the need for the extension). 
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All subject access requests received must be forwarded to the HR manager HR@oxts.com. 

9. Data Protection Measures 

We will not keep your personal data for any longer than is necessary for the reason(s) in which it was 

first collected.  

 

Your personal data will therefore be kept for the following periods: 

o Unsuccessful candidates: 12 months 

o Successful candidates appointed into a position with OxTS: 6 years after employment ceases  

10. Data breaches 

If OxTS discovers that there has been a breach of personal data that poses a risk to the rights and 

freedoms of individuals, it will report it to the Information Commissioner within 72 hours of 

discovery. OxTS will record all data breaches through the internal non-conformance reporting 

system. 

 

If the breach is likely to result in a high risk to the rights and freedoms of individuals, it will tell 

affected individuals that there has been a breach and provide them with information about its likely 

consequences and the mitigation measures it has taken. 

11. Changes to this privacy notice 

We reserve the right to update this privacy notice at any time, and we will provide you with a new 

privacy notice when we make any substantial updates. We may also notify you in other ways from 

time to time about the processing of your personal information. 

mailto:HR@oxts.com

